In this paper, new information security algorithms using a Rossler chaotic function are suggested, which contain image encryption, data encryption and data hiding. In designing the image encryption algorithm, a chaotic block was used to change the pixels value using the target pixels in each block. The experiments show that the system performance is improved and the cipher image characteristics are enhanced. Where, in the data encryption algorithm N x N blocks were used to encrypt the text files, so each character in the file will represent one generated block. The experiments show that the system is efficient and fast in encrypting the large text files but the size of the encrypted file will be increased dramatically since the characters will be converted to nine bits. On another hand, the data hiding algorithm is designed using chaotic block which improves the PSNR of stegoimages. However, the suggested algorithms show that using the chaotic functions and N x N blocks will enhance and improve the information security. .
INTRODUCTION
Information security is divided into two types: cryptography and stegnography. In cryptograph, new models and algorithms are used to make the data unreadable in the cipher form, therefore many methods to encrypt the data had been proposed by the researchers such as: RSA, DES, IDEA, to send the data in the garbage form, so the sniffing to these data is unreadable. Where, in stegnography new models and algorithms are used to hide information, data or messages in an image without destroying the image and by faking the human vision.
Chaos theory is one of the most important theories that used in the new information security systems. Hence, the system's characteristics like sensitivity to the initial conditions and unpredictability to the chaotic sequences will improve the security systems. In addition, many researchers try to design information security systems by using chaos function such as: logistic map, Lorenz attractor, Henon map and Rossler attractor. Xu. et al. [1] divided the image into blocks and tried to use a permutation on each block by using a logistic map to encrypt the image. Electrocardiogram (EGC) signals of the persons are used to generate the encryption keys and to encrypt the data (like password) by extracting their features using Honen map as a chaotic system [2] . Where, in [3] they used two one-dimensional discrete Chebyshev chaotic sequences for row and column shuffling for each pixel on the original image. Nien et. al. [4] proposed an encryption method that used multi-chaotic systems to increase the key space and to make system's breaking very difficult. Zhu. et. al. [5] used Rossler chaotic system to encrypt the image by applying changes in the pixels value and their position; to increase the uncertainty in the cipher images. Where, the one-time pads with the logistic map (as a chaotic function) are used in [6] to encrypt the image and to increase the size of the encrypted keys. Others, like [7] used a knight's tour with slip encryption filter; to encrypt the image without using any chaotic functions. However, security analysis results, drawbacks and the strength of the chaotic systems are analyzed in [8] [9] .
Finally, our contribution in this paper is to use the chaotic function and N x N blocks to encrypt the image and data and to hide the data in the images; to increase the algorithm's strength and to enhance the encryption system.
Rossler Chaotic Function
Chaos theory was mainly presented to be used in a computer technology in 1963 by Lorenz. Lorenz defined the chaos as a relation between three differential equations with two nonlinear terms which increase the complexity and the execution time of the system. Because of this, Rossler modified the Lorenz equations and defined the chaos using one nonlinear term as shown in equation. x, y, z, t, a, b and c ∈ , and is the derivative for the variable x. In the Rossler function, to generate the chaotic behavior, the space variables should be in the following ranges: -15<x<17, -16<y< 13 and 0<z<36. The classic chaotic attractor is defined (shown in Figure. 1) as follow a, b, and c as 0.15, 0.20 and 5.7, respectively. But, before using the chaotic sequences, the ranges of the chaotic output should be modified by pre-processing the X, Y and Z values as discussed in [5] :
In which, n is the right shift the number M(i) n digits and M is the plane to enhance x, y or z. After, using equation 2 for X, Y and Z, the range of the planes were modified. The modified values will be used to generate a chaotic grid and 3x3 blocks that used in the information security. So, to hide the data and to encrypt the image, the chaotic grid will be used. Where, to encrypt the data 3x3 blocks will be used.
Choatic Grid
The chaotic grid is a grid with NxN size and N targets, in each column there is one target that generated using Rossler chaotic function. Where, the chaotic block is a block which contains numbers from 1-8 that distributed in the block using a Rossler function. For example, in Figure. 2 the chaotic grid with the size 3x3 and 3 targets are generated using a Rossler chaotic function. Therefore, after defining the targets in the grid, the targets will be used to change the value in the pixels using equation.3.
Figure.1: Rossler attractor
Where, i is the index in the same column. On another hand, the 3x3 blocks will be generated using the Rossler chaotic function. So, after generating the chaotic form the character's bits will be shuffled depending on the form. The rest of the paper is organized as follows: In Section II, proposed information security models. The experimental results and security analysis are discussed in Section III. Finally, the conclusion is drawn in Section VI.
Proposed Information Security Models

Image Encryption
Image is type of data that visualize the information using small elements called pixels. Image encryption is a method to make the image unreadable in the garbage form so to encrypt the image the pixels need to be modified using pixel replacement approach or/and pixel scrambling approach. In pixel replacement approach, the pixels value is changed, where in pixel scrambling the position of the pixels is changed. In this section, the chaotic grid is used with the chaotic function to encrypt the image using a shuffling and replacement approaches. Furthermore, the encryption algorithm will divide the image into blocks with the size N x N. Each block contains N targets to create a linear independence relationship in each column. So, to generate a linear independence in each column within the block equation.4 is used, where to generate the relations between the blocks equations.5&6 are applied by using X-plane from the Rossler chaotic function and finally the resulted image will be shuffled using the Y-plane and Z-plane from the Rossler chaotic function.
Block I, J = Block I, J ⊗ Chaotic_Block I, J
Chaotic_Block I, J = Block I, J
Figure.4: Proposed encryption algorithm
The proposed image encryption algorithm used replacement and shuffling approaches as shown in figure. 4. The image will be divided into blocks with the size equal N x N. In each block, the generated chaotic block will create a linear independence relationship between the target intensity pixel and the other pixels in the same column. After that, another chaotic block is generated and Xored with the first block to create a linear independence relationship between blocks, so no block can be decoded without the previous one. Finally, the image will be shuffled to randomize the image and to increase the uncertainty in the encrypted image using Y and Z planes from the Rossler chaotic function.
Data encryption
In this subsection, the 3x3 blocks that contain numbers from 1-8 ( Figure. 3) generated by using the Rossler chaotic to design a new data encryption algorithm for the text files. Moreover, to encrypt the text files the following steps are used as discussed in Figure. 5.In the first step, the files will be divided into equally blocks that have the same number of characters and then shuffle the character's bits in each block using a 3x3 generated block (key 1). The resulted data will be used in the next step to create a linear independence relationship between the characters in the same block (key 2) by using equations 7&8.
After that, the key3 is used to Xor each character in the block with the corresponding one. Finally, the file data will be shuffled by using key2 to generate the encrypted file. To simplify the idea example.1 is discussed. Character1 = character 1 ⊗chaotic_value
Characteri+1 = characteri ⊗characteri+1 where i>1 (8)
Figure.5: Data encryption algorithm
Example.1: assume the file which contains the word "hello", the block size is one and the unused bits are 8 and 9. For simplicity, we try to create a linear independence between the blocks only. The example is fully shown in Table. 1.
In the first step, the characters will be converted to the binary data and the Z-plane from the Rossler function will be used to generate 3x3 shuffled blocks to shuffle and to convert the characters into 9 bits. Then the binary data will be grouped to 8 bits each and by using the chaotic X-plane from the Rossler function a linear independence relationship will be created between the characters. The Y-plane is used to hide the key from the last step, where the shuffling approach (by using Xplane) is applied to increase the uncertainty in the text file. Therefore, by applying proposed data encryption algorithm in the "hello" text file, the encrypted file will be as follow "¹÷ÒyýÒ", where 6 characters are generated. Where, for decrypting the file the reverse order will be used.
Data Hiding
Data hiding is a method to hide large amount of information within image, audio, text files and videos. Normally, the data hiding is used with the cryptograph methods, so it is doubly protected from the attackers. In addition, there are many methods to hide the data such as Least Significant Bit (LSB), which replace the least significant bit in the pixel of the carrier image with the secret bit, so the changing is not noticeable to the human vision. In this section, the chaotic grid and LSB method will be used to design a data hiding algorithm. So, as a first step, the image will be divided into number of blocks that equal N x N where N is the maximum number of data to be hidden in the block. Moreover, the Rossler chaotic function will be used as a chaotic generator as follow: X-plane will be used to shuffle the secret data before embedded the secret data. After shuffling the secret data, the targets will be generated by using Y-plane, where Z-plane is used to choose which target in the block to embed the data. The chosen pixel will be modified by using LSB. Finally, this process will be repeated to the whole image until all the secret data are embedded. However, the total number of data embedded in the image is depending on the image and block size. For example, if the image size is 256 x 256 and the block size is 8x 8 then the total number of secret data that can be hidden is equal to (32x32) x 8 = 8192 bits in the image only. The proposed model is shown in Figure. 
EXPERIMENTAL RESULTS AND SECURITY ANALYSIS
In this section, the three algorithms will be evaluated, in which, the experiments evaluate the ability of the proposed methods; to encrypt the images in the effective way, to encrypt the data and to hide the secret data in the image. So, Lena, Cameraman, Montage, and the Peppers with the size 256x256 are used, as tested images to test the proposed image encryption algorithms.
Image Encryption
The cipher and original images of the lena, cameraman, montage and peppers are shown in Figure. 7, respectively. With input keys Key1= 1.233, Key2= 1.2831 and Key3 =1.3682 for all images.
Keys Space analysis
The key space of our algorithm is depending on the three planes of the Rossler function and the number of targets. So, if the number of possible solutions for the N targets is equal to M then the total key space for the algorithm is equal to Mx10 15 x10 15 . In which, 10 15 is a key space analysis for the X and Y-planes, where Z-place is the number of solution for N targets.
Keys sensitivity analysis
The encryption system should be sensitive to the small changes on the decrypted keys. And, generate a wrong decrypted image, if there is a small difference in the decryption keys. Our sensitive tests keys are as follow: Key1= 1.234, Key2= 1.2832 and Key3 =1.3683. The experiments show that the image can't be retrieve by using a small changing in the decrypted keys. Since, the Rossler chaotic function is highly sensitive for the small changing of the initial conditions and will generate completely different output sequences.
Information Entropy Analysis
The true random variable should generate 28 symbols with equal probability and the entropy value equal 8. Therefore, to evaluate the information entropy and calculate the entropy value, we used a following equation [10] :
Where P (Si) represents the probability of the symbol Si, in our tests the average entropy of the cipher images for the tested images are 7.9973, 7.9875, 7.9960 and 7.9809 for lena, cameraman, peppers and montage, respectively, which are very close to the optimal value, then the entropy attack is not possible.
Histogram Analysis
The good encryption algorithm should generate uniformly distribution of the histogram, so the attacker can't get any useful information by using image's histogram. In our tests, it's very difficult to get any information from the histogram. Figure.8 shows the histogram analysis of lena, cameraman, peppers and montage images and theirs cipher images, respectively.
Correlation Analysis
Using a correction analysis for some image encryption algorithms could be useful to attack and break the encryption algorithm. For this, we try to test our system by calculating the correlation coefficient for all possible cases in vertical, horizontal and diagonal adjacent.
Where, the correlation coefficient is calculated by using the following formula [10] :
M is the total number of randomized pairs, i and j are the two vectors that contains i values and j values of the pair in the tested image, respectively. Table. 2 shows the correlation coefficients between two adjacent pixels in all possible cases (vertically, horizontally and diagonally) of the plain-text images and cipher images. The results revealed that the proposed method randomized the pixels in an efficient way.
Data Encryption
Our data encryption algorithm considered as a symmetric key algorithm. In addition, the key space of data encryption algorithm is depending on the Rossler function and the size of the bit shuffling block. For example, the number of solutions for the 3x3 blocks is equal to 9!, where the key space of the Rossler planes is equal to 10 30 . So, the key space for the algorithm is equal to 9! X 10 30 . On another hand, the size of the encrypted text is larger than the original text, since it depends on the box size.
Data Hiding
In the proposed data hiding algorithm, the data will be hidden in the above images to test the system performance. So, by using the proposed system, the total number of data to be hidden in the image is depending on the number of targets and the image size. Then, if the image is divided into M blocks and 8 x 8 board are used, the total number of data that can be hidden in the image will be equal to M x 8. In our experiment, four images are used and the PSNR (signal to noise ratio) is calculated for the tested images and the results are as follow: 63.1191, 63.0466, 63.3775 and 64.2490 for lena, cameraman, peppers and montage, respectively.
CONCLUSION
In this paper, we used a Rossler chaotic function with the chaotic grid and the N x N random blocks, to build new information security algorithms, which includes image encryption, data encryption and data hiding algorithms. Therefore, to encrypt the image and to hide the data, Rossler chaotic function with the chaotic grid is used. Where, to encrypt the data Rossler chaotic function with N x N random block are used. However, the experimental results show that the proposed algorithms are sensitive to initial conditions and strong against the brute force attacks. After some tests such as entropy analysis, statistical analysis and visual analysis, we show that our algorithms have a high security against different types of attacks.
